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Introduction 
 
Why should a physical security officer care about a database?  
 
The chances are that you are helping manage access control as part of the job. A bit 
more knowledge will help you to be more effective, make it easier to identify issues 
and suggest solutions. It’s also nice to know why you are do some of the things that 
you do. It makes it easier to deal with enquiries and help people with their concerns. 
 
This short course is intended as an overview – you may then decide to explore further 
to develop your skills, and, you never know, chose a different career path? 
 
An access control system is a major investment for any sized business, and everyone 
has a role to play in ensuring that it is as effective as possible. Let’s not forget that 
part and parcel of effective access control is to help keep people safe, and that 
includes keeping YOU safe as well! 
If you subscribe to Sky but only watch BBC1 then you are wasting your money. If a 
business has an access control system and they do not fully understand how to use it, 
or use it improperly, then it’s the same scenario. Paying for something and not using it 
is the same as throwing money down the drain. 
 
Potentially, a business could find itself falling foul of legislation, specifically data 
protection regulations, if they fail to understand the importance of their data and the 
vulnerabilities associated with its use and storage. 
 
Data protection regulations are important – in 2019 something called Guide to the 
General Data Protection Regulation (GDPR) was introduced in the UK and European 
Union which changed the way that personal data can be used and stored. In the UK 
the organisation responsible for enforcing GDPR is the Information Commissioners 
Office (ICO). Any person or business storing and using personal data is required to 
register with the ICO as a data user. 
 
The ICO has wide ranging powers to act if personal data is not being stored and/or 
used properly. It gives certain rights to people whose personal data is being stored, for 
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example they can submit a ‘data subject request’ and ask for copies of all the 
information that an organisation may hold about them. 
 
It’s a very complicated subject but in general terms organisations must be able to 
justify a valid reason for keeping information on their systems about someone. They 
also must have a privacy policy in place that explains those reasons, how the 
information is stored and used and how long they need to store it for. As a general 
principal, organisations must be able to demonstrate consent from those people about 
whom information is gathered and stored. If information is no longer needed it must 
be deleted. Protecting the data gathered is another consideration – we’ve all heard 
about data breaches when information about people stored on various data bases has 
been stolen by hackers. 
 
There are some exceptions, for example authorities would not need consent to gather 
and store information about someone in the course of an investigation. 
 
However, some organisations have poor controls in place and do not follow their own 
stated policies properly. For example, do employees know that information on their 
movements is gathered and stored when they use a company access card to go about 
their duties while at work? Do they understand why this information is needed, how it 
is used, and perhaps more importantly how it cannot be used? 
 
When I worked an access control manager, I frequently received requests from line 
managers for information on when their employees had badged in and out of the 
building. These requests were always denied. A security access control system is not 
there to be used to monitor time keeping and attendance – that’s what managers 
should be doing! One thing I was always at pains to point out to people is just because 
a card was used, didn’t mean that the person using it was the person it was issued to. 
People pick up other people’s ID cards by mistake all the time. I also pointed out that 
just because a card wasn’t used didn’t mean that someone hadn’t been in an area. 
Tailgating, being let through by colleagues etc, can skew report results. That’s why its 
important for managers to monitor their own teams and areas, and not to outsource 
their responsibilities to an access controller who may be remote from the area they 
manage. 
 
Best solution is to have a standard section included in the contract of employment 
devoted to access control data – its uses, limitations of use etc. A clause saying that it 
may be used during investigations is useful. The compliance/legal/HR teams should 
all be involved in putting this in place. 
 
One example of bad practice is keeping access control data on an insecure network. 
The access control system in a building is often managed by a contract company who 
may supply their own computers and servers. However, these should all be subject to 
the same data standards as the rest of the company – unfortunately this is not always 
the case and the contractor may not be properly monitored. The problem for the client 
is that you cannot contract out a liability – this means that you are responsible for 
your employees and their data irrespective of who gathers and stores it for you. If you 
contract out a service that gathers and uses that data, then you remain responsible for 
ensuring that it is managed properly. 
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Task: Read - Guide to the General Data Protection Regulation (GDPR) 
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-
data-protection-regulation-gdpr/ 
 
There is a huge amount of information, continually being added to, stored by 
businesses the world over. Getting it right and using it properly has enormous 
benefits, getting it wrong can be disastrous! 
 
It’s rare these days to find a building or estate that does not have card access control 
systems so that people must badge into a site using their ID card. These ‘bits of 
plastic’ are so common that they are taken for granted and not always subject to the 
diligence that they deserve. 
 
Let’s start with a shift in perspective! 
 
If you lost your house keys, and they had your name and address on them, allowing 
anyone who might find them to get into your home, you’d probably panic! And with 
reason! You would take immediate action to look for them and make sure that your 
home was secure. You might buy new locks or get a locksmith in! Common sense 
alone dictates that if your keys are linked to your name and address and they are lost, 
then you must take precautions… 
 
Now, I don’t know anyone who has their name and address attached to the keys for 
where they live. It would be the height of folly! So why make such a big point about it 
above? 
 
What if you lose your access control/ID card for work?  
 
A common reaction: “I might have left it at work, I’ll sign in with security in the 
morning and have a look around!” 
 
We must stop thinking about our access control/ID cards as just bits of plastic! They 
are nothing less than front door keys to your place of work. Many company ID cards 
will have the holders name, photo and company logo or employer name. So 
effectively, a front door key with name and address conveniently supplied.  
 
It’s amazing isn’t it? Businesses will spend millions on security and then make it easy 
for people who might find a lost ID card, or indeed someone who targets an employee 
and steals one, to get into their buildings unchallenged. Simply by walking in the front 
door.  
 
All it takes is an air of confidence. 
 
I worked in a building where an employee went on holiday for a few weeks. During 
their absence someone used their card to get into the building on separate occasions. 
Laptops and other small high value items were taken. The highest footfall via 
reception into the building was between about 08.30 and 10am. The suspect simply 
walked in as one of the crowd, badged through and was then free to walk the floors.  
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When the employee returned to work, they reported their card missing. The security 
office ran a quick check to see when their card had last been used in an attempt to 
locate it. The investigation into the missing items was already underway.  
 
When it was realised that an ID card had been used when the employee was out of the 
country during their holiday, the investigation widened. CCTV was matched to when 
the ID card was used. A suspect was observed entering and leaving the building but 
was never identified and none of the missing items were recovered. 
 
Throughout my career it’s been common to receive calls from security teams in other 
buildings to let us know that they’ve found one of our staff members ID cards. 
Obviously, we return the favour. It’s generally not very difficult to find out who to 
call because most staff ID cards (read front door keys to place of work) have 
something on them that identifies the employer. A quick search leads to an address.  
 
Access control systems are sold on the basis that they make access to your premises 
more efficient (they do) and increase security (arguable!). There is a lot of new 
technology already developed or under development that can change that. Linking use 
of an ID card to biometric, facial recognition or PIN for more secure areas will go a 
long way to the access card ceasing to become a potential liability! 
 
More efficient because you don’t have to have an officer on duty physically checking 
every card as employees enter a building. This is time consuming and unworkable in 
businesses where you have thousands of employees. Those of us who remember the 
days before access control systems don’t think of them with nostalgia! 
 
Do they increase security? Arguably they do, they discourage opportunists and make 
it harder for people with nefarious intent to get in, BUT where they really shine is 
where you have a culture of security awareness and are proactive in protecting and 
detecting!  
 

How do access control systems work? 
 
An access control systems most basic function is to say yes or no to entry requests! 
 
When the ID card is presented to a card reader the information on it is scanned and 
compared to the information held on the systems database. This happens in a split 
second. Then either the access control point allows the card holder in or stays closed 
which forces the card holder to seek assistance and/or brings them to the attention of 
the monitoring team.  
 
The access control database is often taken for granted, neglected and not updated or 
audited properly. This leaves the business open to having its security compromised. 
The access control database should automatically be classified as ‘business critical’ 
and managed accordingly. Business critical meaning that it is crucial to the operation 
of a business. 
 
Why business critical – if you lose your data there’s no information there for the 
system, via its access points, to say yes or no to access requests when a card is 
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presented to a reader for example. Depending on the system this loss of data may lead 
to the system automatically letting everyone in or locking everyone out. 
 
If someone gains access to your database, they can create phantom employees and 
give themselves access to all areas of your business. 
 
These are just a few examples. At a minimum, the IT, information security, 
compliance and physical security teams should all be working together to ensure that 
system information is managed and protected properly, and used for the purposes 
intended! 
 
That the access control database does not question the information it stores gives 
us our first clue on how important the access control database is! 
 
The access control system will not question the information it stores. If it’s wrong or 
not up to date, then problems follow. The person or team responsible for maintaining 
the database need to be provided with up to date information. For example: 
 

 Failing to inform the access control team that an employee has resigned, and 
their leave date, may mean that their ID card will continue to have access 
beyond their departure date 

 Failing to inform the access control team that a contractor’s period of 
employment has been extended results in the contractor being delayed getting 
into the building while checks are undertaken to ensure that access can be 
allowed. This generally happens early in the morning, 2 hours before the line 
manager who can sign off the access arrives for work. Of course, it’s also 
going to be the day that the line manager forgot to charge their mobile phone 
so they can’t be reached during their commute 

 Failing to inform the access control team that someone needs access to a 
sensitive area, usually IT or comms areas, may mean deadlines are missed etc 

 Failing to inform the access control team that someone’s access to a sensitive 
area needs to be removed leaves the business vulnerable to a potential high 
impact unauthorised access 

 
All the above examples are preventable by a combination of good procedures and 
robust controls. In addition, the access control team needs to have the authority that 
goes with their function. Giving an access control team responsibility with no 
authority is pointless. 
 
Authority needs to be understood in context, it’s basically ensuring that the systems in 
place allow them to do their job with support from the business if/when needed. 
 
For example, the access control team might submit a monthly report that highlights 
the same line manager consistently failing to advise them of contract extensions, 
meaning that the affected contractors were not allowed in until confirmation was 
eventually approved. The business would then need to address this with that line 
manager. 
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Business costs soon rack up, paying contractors to sit in reception waiting for their 
line manager to confirm that they can be allowed through is an expensive waste of 
everyone’s time. 
 

How is the access control database built? 
 
Most access control systems come with preformatted fields that a data operator fills 
in. So far so basic! 
 
For that information to mean anything the system must be told what to do and when to 
do it. Once all the details needed for J Bloggs (new employee) have been entered into 
the system the record then needs to be matched to the ID card that J Bloggs will be 
using. 
 
Once that’s done, we are good to go! 
 
Some access controls systems are incredibly sophisticated and can only be viewed as 
miracles of modern technology. For the purposes of this module we will continue to 
focus on the database, the information, that it relies on to do its job. 
 
While the job of the access control system is to say yes or no, the quality of its 
database is the deciding factor on how effectively it can do its job. Understanding this 
and how to achieve it will ensure that your access control is a real business asset. 
 
Who has access? Who can add records to the database, who can read the information 
and who can change and update it? 
 
All vital questions. It’s important to understand how information is entered into the 
database. From there you can work backwards to decide what is appropriate, who is 
responsible for each information stream and who vets the information. 
 
This list is far from exhaustive, but these are some common ways that information is 
added to an access control database: 
 

 The security access control team add records, create cards, update and manage 
the system 

 HR adds records. Many access control systems can link to external databases 
and import selected information or accept exports 

 Information can be emailed, including image files of the proposed card holder 
 Approved line managers can walk in with hard copy forms 

 
In your organisation do you know how access cards are approved for issue or how to 
withdraw them if necessary? 
 
An access control system will contain a database of records. These records will be 
divided between assigned and unassigned. 
 
Assigned records will relate to a named individual, the card holder, and will 
normally also be their work ID card. 
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Unassigned records will generally be used for temporary access to contractors, 
delivery drivers and other visitors and are signed out as required. The same 
unassigned card can be used by several different people a day in a busy environment. 
It’s important to have a system in place to capture details of who used it and during 
what times. This is often in the form of a logbook that’s updated manually… 
 
Access control systems vary in how these records work, but in general you can expect 
to find as a minimum a card holders name and access permissions. For example, John 
Smith, access all general areas plus IT zone 1 – or whatever label is used by the 
employer.  
 
In an unassigned card the ‘holders’ name may be something like ‘Contractor 1’ or 
‘Visitor 1’. Each may have different access levels depending on site requirements. For 
example, Contractor 1, access loading bay and east external door. 
 
Access control databases can be huge and generate a lot of very useful or totally 
useless information. This of course will depend on how the system is set up and used. 
 

Who owns the database? 
 
Before we explore the database further it is essential to understand that someone takes 
ownership of it. It’s a common assumption that the HR dept in any organisation will 
have details of everyone that works there. In general, a HR dept will be responsible 
for permanent employees and arranging cover and support through employment 
agencies who supply temporary workers. 
 
Departments will also employ people directly, such as consultants, without going 
through the HR dept. The housekeeping, security & maintenance teams may all be 
subcontracted services. The HR dept will not usually hold records of these ‘off the 
books’ employees. A HR dept may have a general email used by a team, to approve 
employment requests and inform the access controller. 
 
In any other case it is essential that ID cards are only issued on authority of an 
approved employing manager. The HR dept are responsible for ensuring that only 
approved people can use their shared team email if one is in use. 
 
The author once worked in a building with about 350 permanent employees. The 
buildings capacity, to cater to all the other people who worked there, was about 550, 
so 200 additional people. That’s a very high ratio of non-permanent to permanent 
employees! 
 
To recap: The database owner must understand the employment dynamics and 
systems in place within the organisation. They must know and record who is 
employing who and have systems in place to make sure that only authorised persons 
can bring people into the organisation. 
 
A robust auditing system must be in place to ensure the validity of the information 
supplied and input into the access control database. Preferably this will be 
independently audited. 
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If there is no one dedicated database owner, then this complicates quality control. If 
data is being entered from different sources, without a central verifier, the challenges 
in ensuring the integrity of the database multiply. 
Questions such as who is responsible for removing access for leavers, people who 
have had their contracts shorted etc become more important. 
 
There are security consultants with specialised knowledge in access control. Having 
an independent expert audit an existing access control system documented procedures 
and make recommendations will pay for itself very quickly. 
 

A suggested audit process & commissioning suggestion: 
 
Auditing an access control database represents unique challenges for an organisation. 
 
One method used by the author involved some effort but improves audit controls and 
reduces errors and omissions in access control. 
 
We had a central point of contact for all ID card requests. This was crucial in ensuring 
the integrity of the database. We achieved this by setting up a spreadsheet with all 
details of cardholders and their employing manager if not directly employed via HR. 
 
This meant that we could export the database from the access control system and 
compare it to the independent control. It was well worth the effort; with practise we 
were able to complete the comparison in a day. We also had some formulas written 
for us by excel experts that helped the process along. 
 
Any anomalies were immediately investigated. The spreadsheet we maintained was 
set up manually and involved data entry so errors can and did happen from time to 
time. As an independent point of control, it proved very effective nonetheless and 
allowed us to have a great deal of confidence that our access control DB was 
effectively managed and controlled. 
 
For example, if we found a name on the access control DB that wasn’t on our 
separately controlled spreadsheet we would go through emails, forms received or 
inquire via the listed line manager to establish that the person was bone fide. Any 
delay in getting information led to the suspension of the card so that the holder would 
have to come and see us if they tried to use it. 
 
Once we spoke to them, we could get any information needed that might be missing 
and this sped up our inquires and returned the holder to work and allowed us to update 
our records. 
 
An audit trail is vital in managing a DB. Email everything and confirm every single 
conversation. Make notes of conversations. The audit trail is your evidence that 
procedures were followed and you can justify to an auditor why an ID card was 
issued. 
 
Once you’ve got off the phone with someone immediately email them details of the 
discussion that you just had with them and confirm actions agreed. Include an action 
request that obliges your correspondent to reply so that you have evidence that they 
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were aware of and agreed to the changes that you are about to make to a record or 
records on your DB. 
 
For example: 
 
Dear line manager, 
Ref our call this morning about your contractor J Blogs. You requested that their 
contract end date be extended to the 31st October 2019. Please confirm this by reply 
so that I can update my records and extend Mr Blogs access as requested, 
Yours sincerely, 
Access control team 
 
Simple and to the point – that’s the kind of email that you need to be able to produce 
in the event on an inquiry. It should NEVER be your decision to update an access 
control record. Access control teams are controllers and should not attempt to offer a 
HR function. 
 
A robust audit process can help businesses in a number of ways. For example, running 
a report on cards due to expire can prompt a reminder email to the employing. 
Running a report mid-way through June of all cards due to expire in July helps ensure 
that those who are due to be retained have their cards extended in good time. No 
showing up at reception unable to get into work. Its also a useful control for catching 
up with any leavers whose may have left without the access control team being 
informed. 
 
Another useful audit report is one to show ID cards that have not been used for a 
determined period of time, e.g., 4 weeks. Any ID card that hasn’t been used in that 
period should be queried with the employing manager to determine whether or not it 
is still needed. By default, those cards should be blocked until confirmation is 
received back that they are still needed. 
 
What common fields for information would you expect to find on an access control 
system? 
 

 First name/last name 
 Job title 
 Add photos 
 Access levels 
 Access times 
 Lockdown in emergencies 
 Restrict access to premises to preselected users only in the event of an 

emergency 
 Send alerts – examples door held open too long, attempt to go through a door 

user does not have permission to use, attempt to use expired card 
 Trigger CCTV alert in the event of an unauthorised access attempt 
 External data sharing – for example the HR dept can add new employee 

records. The access control team would then edit to ensure correct permissions 
were added to the record 

 Report running 
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 Database export to several formats 
      
It’s not just about names of card holders and their access levels. The access control 
DB also contains information about the system hardware and software. It can tell you 
if doors were forced open, kept open too long beyond an agreed protocol for that door 
– can send alarms if an unmanned external door is open etc. All potentially useful 
information for an organisation. 
 
Some systems are more sophisticated than others. However, getting that DB right on 
even the most basic systems is essential to good access control management. 
 
If you can’t say that there are no records on your system that shouldn’t be there, then 
you really do need to review how your data is entered and how controls can be 
tightened.  
 
If someone stole a laptop and left via an unmanned external door and this did not flag 
an alarm on your system, then you lose a potential investigative tool. 
 
What you absolutely MUST do when commissioning a new access control system! 
 
Glossy brochures, expensive video presentations and slick sales talk are all designed 
to impress! 
 
However, an access control system represents a significant investment for any 
organisation. Once you have your shortlist of systems you MUST find organisations 
that already use them and ask for a site visit. Try for at least 3 using each system, the 
research will pay for itself if it helps you avoid buying a system that other people are 
using and regret purchasing! 
 
During this visit speak to the people who use it, the person or team who 
commissioned it and the IT team to check if there were any unexpected challenges 
that they had to overcome. 
 
As well as the access control system itself you also need to look at the sellers 
approved installers. What is the seller’s approval process? 
 
End user training and support are also something that you should ask about. For 
example, an advertised response time for a category one fault of four hours is 
meaningless if it sometimes takes 2 to 3 days before a support engineer attends site. 
You will only find out that a supplier is unreliable by speaking to customers. 
Don’t let a supplier give you with a shortlist of customers that they’d like you to visit. 
Where possible do your own research. Ask for a complete list of all their customers 
and then randomly contact a few? 
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Access control – some tips! 
 
Going back to the scenario above where an ID card was used while the holder was on 
holiday. If the access control team had been informed that the holder would be out of 
the office for 2 to 3 weeks, and was given a return date, they could easily have 
suspended their access for that period. The attempt to use the card by the suspect 
could have been immediately detected. 
 
Cards lost while the holder is out of the office are problematic. It’s doubtful that the 
holder would even be aware that they’d lost the card so systems to limit risk, such as 
being advised of absence, can be an essential part of your access control. 
 
Some systems also allow for cards to be automatically deactivated if not used for a 
designated period. This can be very helpful. If someone leaves the organisation 
without the access control team being made aware, and their ID card is not returned 
then this function ensures that any potential risk is time limited. 
 
Does everyone need 24/7 access to your building? This being a default access period 
that many businesses allow. This is a business decision but should a contractor 
working in the building on a set piece project for 2 weeks be allowed in at times when 
they may not be supervised? 
 
If everyone on your DB has 24/7 access this might well be worth a review… 
 
 

Recommended reading: 
 

 Security Magazine - Access Control Should Always be the First Layer of 
Security: https://www.securitymagazine.com/articles/90359-access-control-
should-always-be-the-first-layer-of-security 

 Biz Tech Security - Access Control Models: How to Navigate Changing 
Security Frontiers: https://biztechmagazine.com/article/2019/08/access-
control-models-how-navigate-changing-security-frontiers-perfcon 

 Security Today - What You Need to Know About Access Control in 2020: 
https://securitytoday.com/articles/2019/11/18/what-you-need-to-know-about-
access-control-in-2020.aspx 

 Buildings Magazine- 6 Tips to Improve Your Building’s Access Control 
System: https://www.buildings.com/news/industry-
news/articleid/21630/title/improve-access-control-system 

 IFSEC Global - Access Control systems: https://www.ifsecglobal.com/access-
control/ 

 isBuxzz News - Access Control — Why Fingerprints Are Better Than 
Keys:https://www.informationsecuritybuzz.com/articles/access-control-why-
fingerprints-are-better-than-keys/ 

 
Course Site link: https://physicalsecurityskills.com/introduction-to-the-access-control-
database-for-physical-security-workers/ 


