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Introduction 
 

Body worn video (BWV), also known as body cameras and body-worn cameras, or wearable cameras, 
is exactly what it says in the title. A camera that you wear! Wearable audio, video, or photographic 
recording system are increasingly common. They are worn by EMS, local authority employees, 
especially civil enforcement officers, and are becoming more widely used in the security industry 
frontline. Private companies are starting to issue them to their frontline staff to gather evidence of 
abuse directed towards them.  

End user training is essential for anyone wearing and using one of these devices. Understanding the 
equipment, how to set it up, check it and use it, ensures that evidence is available in the event of an 
incident. There are few things worse than going to download video of an incident you were involved 
in, only to find that you had been recording your shoes throughout. 

Users also need to be aware of the legislative implications of using a body worn camera. This protects 
both yourself and those that you encounter as part of your job. 

The BWV equipment is a body-mounted camera with a built-in microphone. The camera stores digital 
files that, once recorded, cannot be deleted, or amended by the operator. Each digital file carries a 
unique identifier and is time and date stamped throughout. 

There is dedicated software that supports the management, downloading and storage of BWV digital 
files. This provides a full audit trail ensuring evidential continuity is maintained. It will be the 
responsibility of the systems administrator to report any malfunctions to the relevant department. 

BWV Cameras are a specialised tool to ‘capture’ evidence in a secure manner. Adventure & Leisure 
Cameras are not fit for purpose and do not have the security software and memory security to ensure 
that video and images haven’t been altered and manipulated (Your mobile phone I would also put into 
this category). They do not offer automated docking stations and secure back-office software to 
ensure and prove that evidence hasn’t been manipulated and is acceptable in Court.  Basically, what 
is the point of paying for something and strapping it to you when you can’t prove that you haven’t 
manipulated the evidence?  What is the point of having something that only has a 2-hour battery, and 
you can’t turn on when you are wearing gloves?  Because of GDPR and Privacy it is against the law to 
be recording all the time and recording private conversations. So, again, what is the point, after 
potentially being abused, then turning on your camera – to have missed all the evidence?  More 
importantly what is going through any employer’s mind to be providing a product under the guise of 
“duty of care” that they have purchased from the internet (or a distributor that is just rebadging 
imported Grey imports) that is often illegally imported as it has no real safety certifications in their 
name such as a CE certificate, or for the latest cameras that live stream video you are placing, over 
your heart, a product that has had no independent EMC testing undertaken on it?  All AUDAX cameras 
are certified above and beyond the standard CE mark, with additional EMC testing certification so our 
customers receive piece of mind. 

 

The USE of BWV Must ALWAYS BE  

 Incident specific 
 Proportionate 
 Legitimate 
 Necessary 
 Justifiable 

  



 

 
 

The Difference between BWV & CCTV 
 

It’s a camera, it records, so far so good.  

CCTV does not commonly record audio. It is fixed 
and generally constantly records or is set up to 
indiscriminately record in response to motion 
detectors whenever something enters its field of 
operation. Its activation does not rely on the 
decision of a human operator. 

Unlike most CCTV systems, body worn cameras also 
record audio. Your conversations and all comments 
you, and other people within range (including your 
colleagues) make while attending an incident are 
recorded from the second the decision is made to 
record.  

Content from BWV’s can end up being given in 
evidence in a court case, ergo potentially entering 
the public domain. That thoughtless and ill-
considered comment made 6 months earlier 
suddenly ends up front page news! 

One of the issues that can and does arise with BWV 
is that you can inadvertently record other people’s conversations while recording the main incident 
that you are involved in and interested in documenting. Because of GDPR and Privacy it is against the 
law to be recording all the time and recording private conversations. Much of the information that 
follows applies to Police use of BWV but the general principles are universal and serve as benchmarks 
for the private security industry. 

The Information Commissioner states:  

BWV systems are likely to be more intrusive than the more 
‘normal’ CCTV style surveillance systems because of their 
mobility – may require Privacy Impact Assessment  

Justification for use: 

The use of BWV systems to be necessary and proportionate  

The presence of audio recording adds to the privacy 
intrusion above that of ‘normal’ CCTV Independent 
Controls for Video and Audio   

Devices are Encrypted or Password protected in order to prevent unauthorised access and DATA 
SECURITY 

Clear signage is displayed – Subjects informed of video and audio recording 

Enshrined in UK Law – Every Employer has a duty of care to their employees – Employers have to 
show, if you are potentially putting employees in harm’s way, that you are doing everything you can 
to mitigate that risk. 

Collateral intrusion in this context extends to the capturing of movements and actions of other 
persons when this equipment is being used. It is inevitable that in some circumstances this will occur, 

John Apter (chair of Police 
Federation of England and Wales) –  

“Body-worn video (BWV) is one of 
the biggest advances in policing in 
the last decade, as not only does it 
allow the collection of evidence, but 
it also captures the full context of 
police interactions and shows the 
reality of policing." 



 

 
 

albeit officers are trained to ensure that wherever possible, the focus of their activity is on the person 
subject of the BWV users’ attention. 

In circumstances where citizens are captured in any video or audio information and they are unrelated 
to any offence under investigation, their identities will be protected and anonymised especially should 
the matter be presented to a court. 

It is important to note that in principle there is no requirement to obtain the express consent of the 
person or persons being filmed since the actions of the Officer are deemed to be lawful. In the event 
that someone requests that the BWV be switched off, the officer should advise the person that: 

 Any non-evidential material is only retained for a maximum of 30 days. This material is 
restricted and cannot be disclosed to third parties without the express authority of the subject 
of the recording unless prescribed by law; and 

 Recorded material is to protect both them and the officer and that it can be accessed on 
request in writing in accordance with the Freedom of Information Act 2000. 
 

The officer will consider on a case-by-case basis whether or not to switch the BWV off. There should 
always be a presumption to record if the ‘need to address a pressing social need’ has been achieved 
unless the circumstances dictate otherwise. 

Overt vs Covert! 
 

The difference between ‘overt’ and ‘covert’: 
 
Overt is open and transparent while Covert is hidden and opaque. 

 
In the security industry BWV are used openly, and other people that we are in contact with in the 
course of our duties will be able to see the device and should be told when it is switched on or whether 
it is operating if already on, before arriving at a scene. 

BWV can be used without other people’s knowledge by mystery shoppers, journalists, and private 
individuals. This use is outside the scope of this course, but you need to be aware that although using 
hidden cameras’ per se is not illegal, what you do with the images/video and audio captured might be 
if you do the ‘wrong’ thing with it. If you are not 100% sure what the law is get legal advice. 

Cautionary tale: When BWV were relatively new, a member of the public (subject) was 
involved in a heated discussion with two local authority employees who were wearing them.  
The subject asked them for their ID, which they are obliged to produce (set out in their 
employers’ conditions of employment) several times, and they’d both refused.  

They then told the subject that they would be reporting them to ‘their boss’ at which point 
the subject asked them if they were recording. This prompted both to turn their cameras on 
and read the subject a card with a prepared script informing me that they were now recording. 
The subject again asked them for their ID, which they again refused to provide. One of them 
made a derogatory comment about the subject to their colleague. At this point the subject 
walked away and phoned their office and spoke to ‘their boss’ and explained that they would 
be sending in a complaint about the experience with their officers.  

The subject later learned that they were immediately called back to the office and the video 
evidence reviewed. Although the subject wasn’t privy to the details, they were later informed 
that the complaint was being investigated under their formal complaints’ procedure. The 
subject later received a written apology for the incident.  



 

 
 

Moral of the story, BWV are neutral, they record everything! If that includes something that 
counts against the person wearing it that’s unfortunate but avoidable by remaining 
professional at all times… 

 

Resources and background information on BWV projects and 
initiatives 
 

 Body Worn Video Camera pilot evaluation-This study reports on the evaluation of the pilot of 
body worn video cameras across prisons in England and Wales: 
https://www.gov.uk/government/publications/body-worn-video-camera-pilot-evaluation 

 Home Office Technical Guidance for Body Worn Video Devices (Published October 2016) 
Publication No 077/16: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_
data/file/568290/technical-guidance-body-worn-video-07716o.pdf 

 Cumbria Council Body Worn Video Device and Hand Held Unit Policy: 
https://www.cumbria.gov.uk/elibrary/Content/Internet/544/926/4271383545.pdf 

 Police, Camera, Evidence: London’s cluster randomised controlled trial of Body Worn Video: 
https://www.london.gov.uk/sites/default/files/bwv_report_nov_2015.pdf 

 In the picture - A data protection code of practice for surveillance cameras and personal 
information: https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-
practice.pdf 

 Guide to the General Data Protection Regulation (GDPR): https://ico.org.uk/for-
organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-
gdpr/ 

 This leaflet produced by Big Brother Watch shows the kind of information that a member of 
the public that you encounter during your work may have had access to: 
https://bigbrotherwatch.org.uk/wp-content/uploads/2017/08/Body-Worn-Cameras.pdf 

 Principles of the surveillance camera code of practice: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_
data/file/368115/Leaflet_v6_WEB.pdf 

 Home Office Surveillance Camera Code of Practice (June 2013): 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_
data/file/282774/SurveillanceCameraCodePractice.pdf 

 BS: 8593:2017 - Code of practice for the deployment and use of Body Worn Video (BWV). 
Download a 2 page PDF introducing the voluntary standard from: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_
data/file/736405/BS_8593_standard.pdf 

 Body-worn cameras - What Works Centre for Crime Reduction 
https://whatworks.college.police.uk/toolkit/Pages/Intervention.aspx?InterventionID=66 

 Trialling body-worn video cameras for City of London Police: officer perceptions and justice 
outcomes - A report for City of London Police 
https://www.londonmet.ac.uk/media/london-metropolitan-university/london-met-
documents/professional-service-departments/engagement/pr-and-communications/press-
release-pdfs/Trialling-body-worn-video-cameras-for-City-of-London-Police-officer-
perceptions-and-justice-outcomes.pdf 

 Investigation into body cameras finds nagging challenges for UK police 
https://eandt.theiet.org/content/articles/2020/03/investigation-on-body-worn-cameras/ 



 

 
 

 The rise of body-worn cameras in security, retail and healthcare 
https://www.ifsecglobal.com/video-surveillance/rise-of-body-worn-cameras-security-retail-
healthcare/ 

 Reducing Assaults Against Staff Using Body-Worn Cameras (BWVs) in Railway Stations 
https://journals.sagepub.com/doi/full/10.1177/0734016818814889 

 

Made in the UK – An Introduction to Audax BWV  
 

Why you should have an Audax BWV camera https://vimeo.com/512480127 

 

Understanding BWV concept and technology 
 

BWV keeps both the user and other people safer.  

Following Trials with 10 x Audax Cylon Head Mounted Cameras in 2005 by Devon and Cornwall 
Constabulary, which received International Press coverage, it was stepped up a gear in 2006, where a 
UK Home Office evaluation was carried out to assess if every front-line police officer should be issued 
with Body Worn Video. A mass trial of 50 x Audax supplied Cameras, along with staff from: The Home 
Office / HOSDB, UK Police Forces, The Police Information Technology Organisation, and The Police 
Technical Standards Unit, was conducted over a period of months. On completion of the trial in 2007, 
the UK Home Office published their “Guidance for the Police use of Body Worn Video Devices” 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file
/746286/technical-guidance-body-worn-video-01218o.pdf which was the first “authority” document 
on BWV published and was used as the “Frame” Internationally for the next 10 years.  

Subsequently Audax sold our Cylon Systems to Police Forces across the Globe including Australia and 
US DOD, NATO, the UN - as shown on Wikipedia - Over 40 UK police areas with BWV in 2010 supplied 
by Audax https://en.wikipedia.org/wiki/Police_body_camera 

UK Home Office Guidance has been Updated every 3 or so years since 2010 – (2016 etc) The latest 
version (2018) is here https://www.gov.uk/government/publications/technical-guidance-for-body-
worn-video-bwv-devices-cast-2018 

Statistics from this UK Home Office report show a dramatic reduction in crime where officers have 
worn the Body Worn Video Systems, which included:  

Complaints against Police – down by 40%  
Reduction in Officer time spent on Paperwork – down by 30%  
Increase in crimes detected – up by 40%  
Incidents resulting in arrests – up by 85%  
 

Key Findings  

 Enhanced Staff Safety (members of the public far less likely to behave in an abusive/aggressive 
manner if they know they are being recorded). 

 Enhanced Staff Professionalism and reassuring to the public.  
 Reduction in unfounded/malicious complaint investigations by providing impartial, accurate 

evidence.  
 



 

 
 

Further Studies have commented:  

Dr Ariel, from Cambridge University’s Institute of Criminology, said: "I cannot think of any single 
intervention in the history of policing that dramatically changed the way that officers behave, the way 
that suspects behave, and the way they interact with each other."  

https://www.independent.co.uk/news/uk/home-news/police-body-cameras-complaints-93-per-
cent-dr-barak-ariel-cambridge-a7338851.html 

Dr Ariel, from Cambridge University’s Institute of Criminology, said no other intervention “in the 
history of policing” had seen such a profound effect.  

https://www.bbc.co.uk/news/uk-37502136 

Police with body cameras receive 93% fewer complaints 

The recording of interactions with the public increase’s accountability on both sides, Dr Barak Ariel, 
from Cambridge’s Institute of Criminology.  

https://www.theguardian.com/uk-news/2016/sep/29/police-with-body-cameras-receive-93-fewer-
complaints-study 

There can be no doubt that body-worn cameras increase the transparency of frontline policing. 
Anything that has been recorded can be subsequently reviewed, scrutinised and submitted as 
evidence - Barak Ariel https://www.cam.ac.uk/research/news/use-of-body-worn-cameras-sees-
complaints-against-police-virtually-vanish-study-finds 

Regulatory environment and BWV 
 

Surveillance Camera Code of Practice pursuant to the Protection of Freedoms Act 2012 - PRINCIPLE 8  

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file
/282774/SurveillanceCameraCodePractice.pdf 

BSI British Standard 8593:2017 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file
/736405/BS_8593_standard.pdf 

Safeguarding Body Worn video Data: 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file
/746254/safeguarding-body-worn-video-data-01118o.pdf 

BWV will not be routinely recording and monitoring all activity on a continuous basis. To do so would 
fundamentally breach the privacy of large swathes of the public, who are going about their legitimate 
lives, as well as the privacy of officers going about their work. This cannot be justifiable from the 
perspective of proportionality and legitimacy. 

BWV privacy impact assessments 
 

Privacy, in its broadest sense, is about the right of an individual to be left alone. It can take two main 
forms, and these can be subject to different types of intrusion: 

 Physical privacy – the ability of a person to maintain their own physical space or solitude. 
Intrusion can come in the form of unwelcome searches of a person’s home or personal 



 

 
 

possessions, bodily searches, or other interference, acts of surveillance and the taking of 
biometric information.  

 Informational privacy – the ability of a person to control, edit, manage, and delete 
information about themselves and to decide how and to what extent such information is 
communicated to others. Intrusion can come in the form of collection of excessive personal 
information, disclosure of personal information without consent and misuse of such 
information. It can include the collection of information through the surveillance or 
monitoring of how people act in public or private spaces and through the monitoring of 
communications whether by post, phone or online and extends to monitoring the records of 
senders and recipients as well as the content of messages. The Privacy Impact Assessment is 
a process which helps organisations to anticipate and address the likely privacy impacts of 
projects, in order that problems can be foreseen, and solutions developed to ensure that 
concerns are addressed appropriately. 

 

Practicalities – 10 important considerations 
 

1. Body Worn video needs to be Overt and obviously “a Camera” to meet legislation 
and guidance 

BWV is to be used appropriately and proportionately to ensure safety, security and the privacy of 
people being recorded. (See guidance – Annex A). People need to be made aware that they are being 
recorded both visibly (signage, lights Image etc) and audibly (tell them). Trials have shown that 
members of the public far less likely to behave in an abusive / aggressive manner if they know they 
are being recorded. Covert recording of video and audio is generally illegal. Audax BWV Camera 
hardware and software are designed from an early stage to guarantee security from camera to 
courtroom. A Security and Privacy by ‘design’ product. 

2. Metadata 
Records details of camera, date, user and location with each video. Metadata includes: Day / Hour / 
Minute / Second & GPS location all embedded (watermark) into Video. Device ID (5/6 digits) & Officer 
/ User ID (5/6 Digits). For evidential continuity, the correct time and date must always be visible in 
BWV footage. Proprietary software should not be required to view the time and date. For continuity, 
each recorded incident should have its own file or files, with a unique file name or code. The File name 
or code is not altered when the video file is transferred off the BWV camera. 

3. User Access 
It is important that the User has no access to erase, interfere or edit recordings and that the User has 
no access to the settings of the camera. Authentication such as a PIN password is required to replay 
any recording. 

4. Memory and Encryption / Security 
Cameras with removable memory (Micro SDHC cards etc) are not acceptable under DPA standards. 
Evidence can be deleted, cards can be removed and reformatted in any PC. Cards can be lost and thus 
a high potential of a Data Protection Breach. Video recordings should be protected if the device is lost. 
Encryption is recommended by the Information Commissioners Office and Surveillance Camera 
Commissioner as an effective way to achieve data security. AES-128 and AES-256 are common 
standards for data encryption. Password Security and Encryption is only effective if access codes and 
authentication systems are correctly managed. Video recordings should be erased from the device 
only after being transferred to and secured in the back-office system. 



 

 
 

5. Battery 
Removable batteries are not secure as the recording can be interrupted and thus the chain of evidence 
compromised etc. Battery Life – Should be capable of recording for a full shift. 

6. Pre-Event and Post event recording 
To ensure no vital evidence is “missed” then the use of pre-event recording into a secure overwritten, 
non-accessible “buffer” is an accepted way of meeting privacy requirements as the recording isn’t 
“live” until activated. There should also be Standard Operating Procedures to determine when the 
User activates and deactivates recording. 

7. Environment and where it will be used 
Buy Cheap and buy twice – it isn’t an excuse to inflate the price in the first place! THE BWV needs to 
be Ruggedised and fit for continued use in demanding environments. IP (Ingress Protection) rating is 
the UK standard measure of the device’s resistance to dust and water. IP67 that is ‘dust tight’ and 
‘waterproof up to 1m’ IK (Impact Protection) ratings are the UK standard measure that indicate impact 
protection from the device being dropped. IP and IK ratings should be proven by certification by an 
independent testing laboratory otherwise there is no proof that the standards are met. Every product 
imported into the UK needs to be CE marked and the certificate available for inspection. If the products 
use WiFi/3G/4G then EC-RED Certificate and EMC testing is a legal requirement. Many “Grey” imports 
do not have these certifications. Why have products to reduce liability & aid in duty of care compliance 
that aren’t compliant. 

8. Video quality Minimum in 2021 
720P HD thus producing an acceptable video recording under street lighting and inside buildings 
Minimum frame rate is 25fps (UK PAL standard). Higher resolution and increased frame rates improve 
quality, but increase file size, data transfer time, and storage requirements. Boosted low light level 
performance with the use of automatic / Selectable IR will improve useability of the BWV Camera but 
it does increase battery consumption 

9. Proprietary software 
Often supplied on a disc with imported, low-cost BWV, is often unacceptable for use in the Criminal 
justice system. Proprietary file formats that require specialist replay software should not be used. A 
Recording must be viewable in its original format using free software including VLC media player. 
When transferred or downloaded from the BWV camera, recordings should be preserved in their 
original format and any metadata retained. In video terminology, a container file format (e.g. mp4, 
mov or avi) comprises a video codec (e.g. H264 or H265), an audio codec (e.g. mp3 or AAC) and 
information (e.g. technical metadata, time & date and subtitles) 

Traditionally, enterprise security teams investing in a wearable video solution have been (and still are) 
faced with recurring fees as well as maintenance costs. In this event, it can be prudent to look for 
devices based on open-architecture technology, which allows organizations to add the technology to 
their existing infrastructure or video management system platform. Open architecture can help the 
organization prepare for future changes in technology and user interfaces. 

https://www.securitymagazine.com/articles/96673-body-worn-video-camera-use-extends-beyond-
policing 

 

 

 



 

 
 

10. Useful Additional Functions 
 Ability to take a photograph while recording is activated is a better method of producing an 

image than acquiring a still from a video recording. High Quality JPEG image format is 
acceptable 

 Geo Tagging - Applies location data to image and video files 
 Generally limited to external locations 
 Can improve the organising and retrieval of video within the back-office system 
 Wireless Connectivity – Wi-Fi 3G/4G/4G LTE 
 Enables video with audio to be streamed from the BWV device to a control room and then 

displayed on a mobile display device such as a smartphone, tablet or laptop, as well as to a 
mobile command 

 BWV Recording and Video / Audio Live stream must be Encrypted. AES-128 and AES-256 are 
common standards for data encryption 

 Combined with GPS, allows a user’s location to be monitored 
 Recording can be activated and deactivated remotely 
 Note numerous inferior products utilise a mobile phone as a transitional step to ‘live’ stream 

video and audio onto the 3G/4G network but this brings all sorts of additional other issues 
into play such as phones having inferior batteries (additional device to issue, battery to 
charge etc) along with security of data, virus protection, unapproved APPs, questionable 
evidence chain with an additional device being used, user security etc. 
 

Read the full article: https://theprofessionalsecurityofficer.com/wp-content/uploads/2021/06/Body-
Worn-Cameras-10-things-to-consider-in-a-BWV-camera.pdf 

Practical use of BWV equipment / Recording guidelines 
 

 Officers must have received training in the use of the devices before their shift  
 Officers must have received training in the use of BWV in the setting that they will be used, 

along with information about subjects’ rights, data protection etc 
 Before starting shift, they must ensure it is attached correctly, facing the right direction, the 

battery is fully charged and the date / time is set correctly. It is worth making a test 
recording announcing time date place and who you are for the record 

 MUST familiarise themselves with equipment, relevant policies & procedures and ensure 
compliance at all times 

 MUST ensure they have completed all relevant training prior to utilising the cameras and 
software 

 MUST regularly connect the BWV to a computer to ensure it receives required software 
updates 

 MUST ensure pool issue cameras are docked appropriately and made available for other staff 
members to use 

 MUST take responsibility for what they have chosen to record or omit, as they may have to 
justify their decision making during any subsequent court or other investigative proceedings 

 

During the course of their normal patrol, the device remains in an inert state (Note Audax cameras 
have PRE-EVENT RECORDING which is protected for Data protection and Privacy purposes but also 
ensures important evidence is not missed) and therefore is not recording any material. To do so, 
requires the officer to deliberately activate the device to a record mode and where practicable, make 
a verbal announcement to indicate that the BWV equipment has been activated. This announcement 
should be present on the recording and if possible, should include: 



 

 
 

 The date, time and location 
 The nature of the incident to which the user is deployed; and 
 Confirmation to those present that the incident is now being recorded using both video and 

audio 
 
Cameras should show the CCTV symbol to visually present the above information. 
 
If the recording has commenced prior to their arrival at the scene of an incident the officer should, as 
soon as is practicable, announce to those persons present that recording is taking place and that their 
actions and sounds are being recorded. Announcements should be made using straightforward 
language that can be easily understood by those present. 

At the conclusion of any incident, the record mode on the device is switched off and the captured 
information is stored. Unless specific circumstances dictate otherwise, recording must continue 
uninterrupted from the moment it starts until the conclusion of the incident or the resumption of 
general patrolling. 

Concluding a Recording 
 

It is considered advisable that the officer continues to record for a short period after the incident has 
concluded. This will clearly demonstrate to any subsequent viewer, particularly from an evidential and 
integrity perspective, that the incident has come to an end. 

Prior to concluding recording the user should make a verbal announcement to indicate the reason for 
ending the recording this should state, when practicable: 

• Date, time and location 
• Reason for concluding recording 
 
Note (Audax cameras have post event recording for this reason)  

Evidential continuity 
 

At the end of period of duty, the officer returns the device to his/her “station” and again, and following 
a clearly defined process which, in effect involves the officer ‘checking in’ the device, they ‘dock’ it 
into a dedicated port and this automatically downloads all captured information on to a standalone 
computer. This information cannot be deleted or altered. The officer will then identify the elements 
of any captured data that is to be retained to assist in an investigation, and ‘mark’ the section 
appropriately, by using the built-in software. Once completed, the contents on the device are erased 
and is ready for use again.  

All information captured and downloaded will be retained on a computer. Any material required to 
support an on-going investigation will be retained as fulfilling a ‘security purpose’, and be processed 
under the Company guidelines. All other material will be automatically erased after 30 days. Access to 
recordings will be controlled and only persons having an operational need to view specific incidents 
may view do so. 

 

 



 

 
 

Professional standards 
 

Personal data contained in BWV images and audio, and other CCTV and digital media must be 
processed in accordance with: 

 The European Convention of Human Rights 
 The Human Rights Act 1998 
 The General Data Protection Regulations 
 The Data Protection Act 2018 
 The Protection of Freedoms Act 2012 

Retention of data and storage  
 

A huge topic in its own right and vital in this document – THIS IS WHY YOU NEED Docking Stations and 
DEMS software (Digital Evidence Management system) 

The Data Protection Act 1998 (DPA) is legislation that regulates the processing of personal data 
including sensitive personal data, whether processed on a computer, CCTV, stills camera or any other 
media. Any recorded image and audio recording from any device, which includes BWV, that can 
identify a particular person or learning about their activities, is described as personal data and is 
covered by the DPA and in particular within the principles contained within, a full list of which are 
included as an appendix; 

Principle 1 of the DPA (fair and lawful processing) requires that the data subject must be informed of: 

1. The identity of the data controller 
2. The purpose or purposes for which the material is intended to be processed and 
3. Any further information that is necessary for processing to be fair 
 

Data Protection Act Principles 
 

1 Personal data shall be processed fairly and lawfully and, in particular, shall not be processed 
Unless: 

(a) at least one of the conditions in Schedule 2 is met, and 
(b) in the case of sensitive personal data, at least one of the conditions in Schedule 3 is also met. 

 
2 Personal data shall be obtained only for one or more specified and lawful purposes, and shall not 
be further processed in any manner incompatible with that purpose or those purposes. 

3 Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes 
for which they are processed. 

4 Personal data shall be accurate and, where necessary, kept up to date. 

5 Personal data processed for any purpose or purposes shall not be kept for longer than is necessary 
for that purpose or those purposes. 

6 Personal data shall be processed in accordance with the rights of data subjects under this Act. 



 

 
 

7 Appropriate technical and organisational measures shall be taken against unauthorised or unlawful 
processing of personal data and against accidental loss or destruction of, or damage to, personal 
data. 

8 Personal data shall not be transferred to a country or territory outside the UK unless that country 
or territory ensures an adequate level of protection for the rights and freedoms of data subjects in 
relation to the processing of personal data 

The advantages of DEMS (Digital Evidence Management system) 
connected to a Docking Station 

 
 Advanced Search - Easily locate desired recorded data using a single or multitude of search 

parameters. 
 Statistical Reports - Authorized users may retrieve a statistical incident data report for a 

specified date range. 
 Complete Audit Trail - Track each action performed by officers and users either at the docking 

station or through a Web Portal. 
 Data Backup - Downloaded data may be backed up to specified file servers via network (NAS). 

Admin may create custom policies for the system to only backup important data to NAS or 
most storage servers. 

 Retention - Docking Station automatically purges general unprotected data from its storage 
at specified retention time periods. 
 

Automatic uploading: When a camera is connected, videos are automatically imported from the BWV 
camera. Following successful upload, all data is deleted from the camera. 

Automated data compliance as the Process is Secure. 

Bulk upload. Upload video from up to 10 x cameras at the same time. 

Multiple labels. Records details of camera, date, user and location with each video. 

1. Log in for Administrator-Support 
2. Camera connects to DS and automatically download 
3. Camera is being charged when connected to DS 
4. Data on camera is deleted on “Successful” download 
5. Data query shows recorded data (photo/video) and has a replay facility 
6. Can input USER ID / CAMERA ID 
7. Can select file type / time period (e.g. can select video only, photo only, all etc. over last week, 

last month etc.) 
8. “auto delete” dates set e.g. auto delete at the end of each 1, 2, 3 months unless selected as 

“not to be deleted” 
9. Search stored media by date, time, Case ID etc 
10. Group files by Case ID or User 
11. Include GPS data of where file recorded, by user etc - GPS data is stored in the subtitle of 

video; 
 

Camera Data Purge: Docking Station automatically purges all recorded data from the 
connected BWV after all data has been downloaded from the device 
successfully. 

Operations Journal:  Historic of every action made in the software 



 

 
 

Data tagging:   Important data can be annotated for easy query 
 
Data locking:   Important data can be locked to avoid accidental deletion 
 
Automatic index uploading: Automatic upload the generated index file to server database 

Department management:  Administrator has the authority to add, modify and delete the 
department information, but ordinary users are barred 

File safety: Only the administrator with password rights has the authority to 
delete files. All other users are denied 

User management: Administrator has the authority to add, modify and delete the User 
information, but ordinary users are denied 

Internal Retention Dates are customisable 
 
Files passed Retention Date (automatic deletion), moved from User 
to Admin account with notification for file decision making on 
deletion 

 

Docking Stations  

Audax docking stations are designed to provide a simple agile solution for data transfer and rapid 
data uploads. Fully scalable, this solution can cater for smaller standalone sites through to enterprise 
cloud requirements.  

 Licensed Windows 10 PC incorporated with camera software 

 Supplied with protected 120GB internal SSD already installed 

 All software is preloaded, so getting started is straightforward and quick 

 PC docking station charges and transfers data simultaneously from 4 x cameras 

 Connect up to 20 cameras at once, with extension docking stations in a ‘daisy chain’ for bulk 
upload 



 

 
 

 Camera achieves full charge in 4 hours at 5V/2A 

 Connect the docking station to your network to transfer all data to one PC or external hard 
drive/local server/cloud. Compatible with Windows 7/8/10 (64bit) 

 Automatic downloading - when a camera is inserted into the dock, data is automatically 
downloaded and stored (as per storage location) 

 Multiple labels - records details of camera, date, user, and location with each video. When 
transferring data, all files have their own unique device ID, Camera ID, location, log files, and 
video/photo files organized into folders, so you can easily find the evidence you need 

 Light, compact design, ensuring the product is eco-friendly 

 Highly suited to the modern body worn video environment and is unique to Audax 

 Software uses role-based access control and user authentication for security. All files are 
also AES 256 Encrypted from the camera 

 When connected to the docking station, camera automatically downloads to central DEMS 
server (DEMS is a powerful software program that collects and stores digital evidence 
recorded on body worn video devices) 

 Data on camera is deleted on successful download for automated data compliance 

 Data upload can be automatic or timed 

 Bulk upload camera settings to all connected cameras at once using the docking station 
software 

 The docking station automatically updates / auto synchronises time of body worn camera 
when the device is connected 

 Set up cameras with user details, and book cameras in and out with an automated QR (Quick 
Response) code system 

 By scanning a personalised QR code the system will assign a camera to a particular officer 
and store the data within the DEMS / CMS software. On return, the video is downloaded to 
their own folder  

 After recharging, another user can take the same camera, by scanning their own 
dedicated/personalised QR code, The camera would then be assigned to them 

 

 

 

 

 

 

 

 



 

 
 

Streamlined User Assignment – QR Reader 
 

The docking station solution also is a 
critical and integral part of a modern 
BWV system that’s importance is often 
overlooked. Assigning a Camera to an 
officer / Automation of user settings at 
start of shift and having the Correct 
metadata on each camera is VITAL as it 
forms the evidential chain. There also 
has to be a system which allows a device 
to be allocated/booked out to a user on 
removal from the docking station and 
deallocated/booked in when returned. 
Getting each BWV “set up” before the 
start of each shift / patrol is time 
consuming and labour intensive. The 

solution to this issue is, integrated into each Audax docking station, an automated QR code system 
for booking in and out of cameras. It is a system that assigns a camera to a particular officer and 
synchronises with the DEMS / CMS.  

Ensuring the preservation of the evidence chain can only be efficiently done via a docking station, 
with a simple and secure method of transferring data to a storage facility on a local or network drive 
that takes into consideration that most customers operate a secure network. The Audax range of 
British designed and British manufactured docking stations provide a simple, agile solution for those 
customers faced with poor or unreliable data transfer upload speeds. These latest products enable 
users to dock multiple devices simultaneously, sync evidence automatically as well as analyse, tag, 
store and organise evidence. Audax now provides all software products pre-installed within the 
docking station and 120GB internal SSD, offering a secure, out of the box solution. The system is fully 
scalable and can cater for smaller standalone sites through to enterprise cloud requirements. 

CMS (Camera Management System).  
 

For live streaming cameras you need at a minimum a single BWV device - so no tethering to a mobile 
phone or your battery will die rapidly and viewing software for the live stream - a VMS (Video 
Management System) or a CMS (Camera Management System). Audax BWV has a Camera 
Management System With elements of a VMS too.  

THE CMS / VMS is a back-office Server Based program that allows you to Live monitor, interact and 
track user/cameras & Monitor SOS alarms. It offers Full Situational Awareness at all times, and live 
tracking on Google Maps Ideal for CCTV control rooms, and the dynamic management of ongoing 
live situations, and User SOS Panic Alerts. 

A Camera Monitoring System (CMS) – Suitable for multiple locations 

 CMS is a graphical Software Monitoring program, that allows for complete situational 
awareness of all camera/user movements and actions. Ideal for CCTV control rooms, and the 
dynamic management of ongoing live situations, and User SOS Panic Alerts. You can analyse 
past camera actions, locations and more, allowing for a 360-degree audit trail of your digital 
evidence gathering for retrospective search. For data security, you can assign different 
permissions to different users 
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 Capable of processing large amounts of data, and live-video streaming 

Analyse past camera actions, locations and more, allowing for a 360-degree audit trail of your 
digital evidence gathering for retrospective search for data security, you can assign different 
permissions to different users: 

 Accepts virtually all IP Based cameras Vehicle, Mobile, Fixed, Traffic etc 

 Cloud or Locally Hosted Server for centralised storage and control 

 Role based access control and user authentication for security 

 Live or Historic bread crumb trails of camera location-based activities 

 Ability to converse with Users, via PTT 

 Harness the power of Google Maps, via automated Geo Fence Alerting. 

 Camera management software capable of geo fencing with ability to add ‘warning notes’, 
and other alarms as required (zone entry, zone exit etc.). 

 Remotely control PTZ IP Based cameras 

 System architecture supports multi-unit usage of the server 

 4G Live Streaming (and / or local record) stream video & audio in real time 

 4G FDD-LTE/TD-LTE* 

 Wi-Fi 2.4G&5G, AP/STA/P2P 

  

Any Live stream should be selectable and not live streaming all of the time. Most Chinese BWV are 
live streaming all of the time when in record.   

The Award-winning BIO-AX® is our next-generation wearable security solution; BioAX allows for local 
record and a selected live stream if required: https://audaxsecurity.co.uk/bio-ax-all-in-one-camera/ 

Unique with BioAX® and Audax® cameras 
 

 Remotely Command Camera Recording - The cameras record function (and live stream of 
video and audio) can be instigated (turned on) by the control room CMS software. 

 Ability to remotely ‘Stun’ a lost camera device – The camera can be sent a command by the 
control room CMS software that can “wipe” the firmware and memory. 

 SOS Panic alarm / Lone worker button Audio alarm activates an audio alarm sounds in CMS / 
Command Centre, and on the camera.  

 Ability to converse with Users, via PTT. Clustered Talkback (PTT) Communicate between 
cameras in a group or with a Control room 

 License free software No additional annual fees. (**Cloud storage fees may apply). 

 Built in GPS for location fixing. 

 IR for Night time recording 2 x IR lights for Night time recording over 5 M to 10 M 

 All-in-One device with No Tethering to insecure Mobile phones or use of insecure Apps 



 

 
 

 Harness the power of Google Maps, via automated Geo-Fence Alerting 

 Manage lost or stolen devices, by issuing a Stun/Wipe command (BIO-AX) 

 EIS Electronic Image Stabilization. (Anti Shake Technology) – giving a better image quality in 
video recordings when camera is moving. 

 Fully configurable LED and haptic feedback response indicators. (vibration/audible). Gives 
user confidence and allows covert mode it required. 

 Cordless Charging / Download and the System has automated officer to camera assignment 
to facilitate easy deployment on a daily basis via the Docking Stations. 

 Pogo Pin connection which supports dock & go cable-less charge and download when using 
the single charging dock or the docking stations. Single charging Dock or Unique Audax 
Docking Stations with built in PC and Memory. 

 Helmet / Head Mount additional camera attachment option 

 

 H264 & H265 Compression provides better memory use management. 

 Secure AES 256 Encryption on camera and Live video Stream. (Others don’t have Encryption 
on the live stream). 

 Superior Battery technology allows Full Shift recording and world beating Live Streaming and 
recording durations. Battery: 3200mAh lithium & charge time of 240 mins. Standby of over 
+100 hrs. 

Different ways of wearing the camera 
Not every user finds a chest worn camera the most suitable solution. Since 2005 Audax® has been 
supplying Fire & Rescue, Mounted Officers (Motorbikes, Cycles and Horses), and Armed Response 
Officers with head mounted cameras. This product is often the camera of choice for these specialists 
over the alternative chest-mounted cameras, due to the unobstructed view during everyday use. 
The Audax mini camera, manufactured with these specialists in mind, offers functionality not found 
in others. Weighing a mere 38 grams and including HD video with selectable IR for night-time use it 
can be attached via our unique specialised tilt mount to a helmet or cap and connected to Audax’s 
award winning cameras for both local record and live streaming. 

 

   

 



 

 
 

Accurate and reliable evidence 
 
Eyewitness accounts can prove inaccurate and there is no way to verify that an account is 100% 
truthful or failing to withhold important information. Body worn cameras allow captured footage to 
be replayed for a highly accurate account of the events in question. 

Criminal deterrent 
 
By design, body worn cameras are obvious and overt. When people know that their actions are 
being recorded, they tend to behave differently. The presence of a bodycam often deters members 
of the public from behaving antisocially, abusively or aggressively. This is commonly referred to as 
the ‘observer effect’. 

 

Under the Legal requirements of the Health and Safety at Work Act (HSWA) 1974 

This Act places a legal duty on employers to ensure, so far as reasonably practicable, the health, 
safety, and welfare of employees, and to ensure that employees and others are kept safe. 

Under the Act you have an obligation to ensure any potential risk of work-related violence is 
eliminated or controlled. 

Body Worn video cameras have been trialled and used in numerous studies to prove that those 
wearing BWV faced less physical and / or verbal attacks, than those without.  

Furthermore:  Management of Health and Safety at Work Regulations (MHSWR) 1999 

These Regulations require employers to consider the health and safety risks to employees and to 
carry out a risk assessment to protect employees from exposure to reasonably foreseeable risks.  

Those risks include work-related violence. A risk assessment is an examination to: 

 determine what hazards exist in the workplace 

 establish the significance of the risk 

 identify and implement prevention and control measures 

 produce a clear management action plan 

If you have five or more employees you must record the significant findings of your risk assessment 
and any groups of employees identified by it as being especially at risk. In addition, employers have a 
requirement to appoint competent people, set up emergency procedures, provide information to 
employees and work together with employers sharing the same workplace. 

Employees, on the other hand, are required to use the information/training they have received, and 
to report dangerous situations/shortcomings in health and safety arrangements. 

Bodycams are a vital tool for capturing footage from the frontline at the moment of an incident as 
well as being an effective deterrent. 

 

 

 



 

 
 

A study in 2019 published in the journal Mental Health in Family Medicine showed that the use of 
body worn cameras was associated with a reduction in the overall seriousness of aggression and 
violence in reported incidents.  

A couple of examples of Non-Police use:  

NHS and Healthcare 

Bodycams were rolled out to crews in all 10 ambulance trusts in the UK after data showed that over 
600 ambulance staff in London were physically abused by the public in 2020. 

Healthcare and security staff in hospitals are also using body cameras to help reduce violence and 
aggression. In some trusts, the cameras are being used to supplement the fixed CCTV systems 
already in place to provide extra protection and remove blind spots. 

Retail 

The latest crime survey from the British Retail Consortium recorded an average of 434 violent or 
abusive incidents a day towards retail staff. This is reported to have increased during the pandemic. 
Indeed, in July 2020, the Co-op warned of a “crime and violence” epidemic; subsequently, it 
announced the deployment of body worn cameras as part of a major investment in employee safety 

 

To obtain a CPD Certificate for this course you should read the additional information and complete 
the assignment questions at the link you will find at the bottom of this page: 

https://physicalsecurityskills.com/introduction-to-body-worn-video-bwv-cameras/ 
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