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Introduction: 
 
When many people think about lone workers, 
they imagine someone working on their own in 
an otherwise empty building, or at a remote 
location miles from the nearest civilisation! 
 
The Health and Safety Executive (HSE) defines 
‘Lone Workers’ as “those who work by 
themselves (for part or all of their working day) 
without close or direct supervision” 
 
The “for part” bit of their working day is very important and easy to overlook.  
 
Take the following scenario: You may work as part of a team of 3 security officers on the same 
site and not consider that you must be treated as lone workers for at least some of that shift.  
 
One of you patrols a building or an estate – one of the team of 3 will be a lone worker for the 
duration of that patrol. You will need to consider what protections need to be put into place to 
protect the team member on patrol over and above those precautions already in place to manage 
the health and safety of the team as a whole. 
 
The patrolling colleague, separated from the rest of the team, effectively becomes a ‘hidden lone 
worker’. You may not have considered that people might need to be treated, and protected, as 
lone workers even though for the majority of their shift they are part of a team of three. At 
different times all 3 team members could become lone workers depending on the nature of their 
duties. 
 
What happens if the patrolling colleague falls ill, is attacked, has an accident, and cannot call for 
assistance? If they fall, or get knocked over, will anyone else know? How long will it be before 
their absence becomes an issue for their 2 remaining colleagues who may be manning the 
control room and performing other duties? 
 
Will the absence be noticed because there are procedures in place that are followed or because 
one of the colleagues becomes annoyed that the officer on patrol is taking too long and they are 
late for their break? One would hope the former! 
 

PDF Download: Health and safety 
regulation... a short guide - published by 
the HSE: 
https://www.hse.gov.uk/pubns/hsc13.pdf 
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There is not any specific legislation in the UK to protect lone workers. However, all 
employers are under a statutory duty to ensure the health, safety, and welfare of their 
employees.  

In the case of a security company, we would hope that these days all sites would be monitored 
by a central station to include managing check calls, dealing with any that may be missed and 
escalating issues where they arise. 

There is no common standard. Some security companies have all sites, whether single or 
multimanned, carry out check calls. Some reserve check calls for single man sites only. This 
does beg the question of what happens if a factory, protected by a team of 2 with no requirement 
to make check calls, is robbed at 23:00hrs after everyone else has left. Both officers are 
assaulted and tied up. With no additional precautions in place, not even the basic check call, the 
first hint of a problem will be when the day crew have trouble getting on site at 07:00hrs the 
following morning. In our situation our 2 unfortunate colleagues will have been suffering the 
effects of assault while being unable to get help for a potential 8 hours. It hardly bears thinking 
about! 
 

Lone working situations: 

 Persons working on their own at a fixed location 
 Persons working alone in different parts of a workplace 
 Persons alone for periods of time, for example while patrolling, or taking a break 
 Persons working late after everyone else has left 
 Persons travelling alone during working hours, for example mobile supervisors 
 Persons working alone but in contact with members of the public, prime example single 

person door supervision 
 Persons alone protecting empty premises 
 Security/concierge in a residential block 

 
The list is far from being comprehensive, but all can apply to security workers. 
 

Employer’s  responsibilities: 
 
Employers face a lot of responsibilities when it comes to the health, safety, and welfare of all 
their employees when at work. Under Section 2 of the Health and Safety at Work Act, employers 
have a general duty to provide: 
 

 a safe place of work 
 a safe system of work 
 competent fellow employees 

 

Read the following article by SmartTask: Looking after Lone Workers makes Good 
Business Sense 

https://theprofessionalsecurityofficer.com/looking-after-lone-workers-makes-good-business-
sense/ 
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That last one about ‘competent fellow employees’ usually takes people by surprise! Employers 
also have a common law duty to ensure they take reasonable care for the safety and health of 
their employees.  
 

Legislative environment 
 
As a result of sentencing guidelines for health and safety offences being revised, with greater 
penalties, more organisations, particularly larger ones (public & private sectors), are realising the 
importance of identifying and ensuring the safety of their lone workers. 

There have now been many companies fined for health and safety breaches. Larger companies, 
which are defined as those with over £50 million revenue, been seeing multi-million pound fines. 
Small and medium sized enterprises (SMEs) are also being fined £100,000s, which is also a big 
hit to businesses of their size. In addition to this, the Health and Safety Executive (HSE) have 
also pursued individual directors and senior managers, with fines and custodial sentences being 
levied. It’s serious business and there is no room for error when it comes to employee safety. 
 
Lone workers can be found in a wide range of roles, including security officers, front-of-house 
hotel staff, motorway services personnel, engineers and delivery drivers. Working in isolation can 
either be a regular or occasional occurrence for an employee, but if there is any chance they will 
be working alone then it is essential that they are adequately protected.  
 
Lone working can be intimidating and also, at times, dangerous, being faced with a number of 
dangers, including physical violence, verbal threats and even armed robberies and sexual 
assault. 
 
As such, lone worker safety is not just about safeguarding employees but also offering peace of 
mind to those involved. 
 
The lone worker section of the British Security Industry Association (BSIA) 
(https://www.bsia.co.uk/lone-worker/) is still a relatively young section, comprised of companies 
that recognised the growing need for businesses to consider lone worker risk.  
 
With the implementation of stricter Health and Safety legislation, coupled with the introduction of 
the Corporate Manslaughter Act in 2007, the market has accelerated over the past few years, 
with a growing awareness of the cost of reputational brand damage, the cost to insure workers 
operating out of hours and the desire to recruit and keep quality staff meaning credible 
employers are taking the subject matter seriously. 
 
The UK is the most advanced market in the world when it comes to understanding the topic of 
lone worker risks and the deployment of dedicated lone worker devices. The UK also benefits 
from a very joined up relationship between industry providers and the police, which, in a large 
part, is thanks to the work of the BSIA’s Lone Worker Section. 
 
That said this author is aware of a number of situations where employees have tested their 
protective system, i.e., not made a check call to test the response, only to be disappointed both 
by the failure of their employer to follow up and check on their safety, but also the response when 
the issue was reported.  
 
Fair to say that in some sectors of the security industry the issue of lone worker safety does not 
appear to be getting the attention it deserves.   
 
Advances in Technology 
The development of technology and practice in the field of lone worker security has 
focused on encouraging and enabling lone workers to consider the risks they might 
face in their roles and subsequently provide them with the means both to summon 
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aid in the event of emergency, but also to collect vital information that can be used 
as evidence should the situation call for it. 
 
As a result, there are now numerous lone worker devices and systems on the market, including 
applications on smartphones and GPS/GSM devices. These can connect employees quickly and 
discreetly, which can be important, with an emergency response system. Such devices are 
connected to an Alarm Receiving Centre (ARC), which receives and manages activations and 
can quickly request emergency services or another appropriate response if required. 
 
If a lone worker feels that they are entering an area with a potential risk, they can send a pre-
activation message to inform the ARC, so that if problems then occur, the device can be 
activated to summon help.  
 
For example, activating the device can trigger an alert to the ARC, where trained operators 
monitor the audio channel in real time, enabling them to assess the situation and alert the police 
if necessary. A classic example of someone who could find themselves in this situation is a 
mobile patrol or response officer. 
 
Lone workers should always be carrying out a dynamic risk assessment. In a situation where a 
lone worker is concerned that there might be a potential risk, best advice is to withdraw and call 
for assistance/back up rather than entering an area, discovering a problem, having to summon 
help or attempt to withdraw to safety after the fact.  
 
BS 8484 – Ensuring an effective Police response 
 
When it comes to a contractor or service to support lone worker safety, one of the most important 
factors to consider is whether or not the supplier is certified to BS 8484, the Code of Practice for 
the provision of Lone Worker Services. This is absolutely essential! It is the basis on which the 
police respond to lone worker systems and how they do it.  
 
Put simply, if you want the fastest response from the police, you must have a BS 8484 compliant 
solution from a supplier accredited and audited annually to the standard. A priority police 
response cannot be guaranteed by a supplier who does not meet with BS 8484. 
 
As mentioned before, lone worker devices are linked up to an ARC, therefore, it is essential that 
the ARC also meets with essential British and/or European standards around the physical 
security of the building, staff security vetting and call handling response times.  
 
A compliant ARC must be in operation 24/7 and have the ability to reinstate services following a 
catastrophic event such as a fire or flood. Certification of section 7 of BS 8484:2016 and BS 5979 

Cat II are the current standards that 
an ARC must meet as a minimum, 
although any ARCs applying for 
new accreditations are expected to 
meet requirements for BS 8591 or 
EN50518, both of which replace 
BS5979.  

The National Police Chiefs’ Council 
(NPCC) Security Systems Policy 
permits these accredited ARCs to 
be granted a Unique Reference 
Number (URN) by each UK police 
force. A trained and certified ARC 
operator will listen in to audio 
received from a lone worker device 

Task Read Health & Safety: New Sentencing 
Guidelines 
 
https://www.hrsolutions-uk.com/health-and-safety-
new-sentencing-guidelines/ 

Read: From the British Safety Council: Lone 
working: the monitoring options 
https://www.britsafe.org/publications/safety-
management-magazine/safety-management-
magazine/2021/lone-working-the-monitoring-options/ 
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activation, if safe to do so speaks to the user, and then considers this, alongside other 
information, to determine whether requesting a level 1 police response would be appropriate. 
The URN system enables an ARC to bypass the usual 999 route, thereby ensuring a quicker 
response by police. 

One on-going challenge that will affect both employers of lone workers and suppliers of lone 
worker services is the continued focus from the police on when they should be involved in a 
response to an incident.  
 
Members of the BSIA’s Lone Worker Section have worked tirelessly with the NPCC to ensure 
that appropriate rules of engagement are used for when a police URN (level 1 response), 999 or 
101 escalation is used. All section members have unanimously supported the work of the police 
here, as we recognise the need to avoid their time and resource being wasted.  
 
Employers of lone workers need to take heed in this regard and stick to suppliers who comply 
with BS 8484, as that is their guarantee that a URN Police response can be managed. 
 
Overall, the key message here is that effective lone worker security can only be ensured when 
sourcing a solution from a credible supplier. The BSIA recommends that the choice of provider 
should be based on their ability to demonstrate compliance with BS 8484, which can be 
confirmed by a copy of a certificate from either the NSI (https://www.nsi.org.uk/) or SSAIB 
(https://ssaib.org/). Members of the BSIA’s (https://www.bsia.co.uk/) Lone Worker Section all 
comply with BS 8484 and are well-established reputable suppliers with certified ARCs. As a 
section, we are focused on helping employers of mobile, lone working staff, by delivering highly 
professional service offerings and supporting managers and business owners alike in reducing 
risk. All section members subscribe to a belief that reducing such risks genuinely help deliver our 
clients true value and cost reductions.   
 

Links: NOTE: BS5979 has been replaced by BS8591 and BS EN 50518 suite from May 
2014. BS5979 will remain in use for monitoring centres already certificated to BS5979 

BS5979 – Remote centres receiving signals from fire and security systems. Code of 
Practice: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_
data/file/417193/BS5979.pdf 

BS8591 – Remote centres receiving signals from alarm systems. Code of Practice: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_
data/file/417177/BS8591.pdf 

BS EN 50518 - European Standard for Monitoring and Alarm Receiving Centres 
(MARC): https://ssaib.org/page/bs-en-50518---european-standard-for-monitoring-and-
alarm-receiving-centres-1marc1/ 

Raising the standard of lone worker security: https://governmentbusiness.co.uk/features/bs-
8484-%E2%80%93-raising-standard-lone-worker-security 

Task Read - What Exactly Is BS 8484 And Why Is It Important? by Nicole Vazquez | Apr 
4, 2018: https://loneworkersafetylive.com/exactly-bs-8484-important/ 
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The Health and Safety Executive is a UK government agency responsible for the encouragement, 
regulation and enforcement of workplace health, safety and welfare, and for research into 
occupational risks in Great Britain 

Lone workers are those who work by themselves without close or direct supervision. 

 

Basic Guidelines for Employers 
Employers can find basic guidance on how to protect lone workers in Lone working: Protect those 
working alone: https://www.hse.gov.uk/lone-working/employer/index.htm 

This includes advice on managing health and safety risks that particularly affect lone workers, such as 
violence and stress. 

Basic Guidelines for Lone workers 
People working alone can find guidance on their responsibilities and those of their employer in Lone 
workers – your health and safety: https://www.hse.gov.uk/lone-working/worker/index.htm 

 
Resources:  

 Protecting lone workers: How to manage the risks of working alone. Date of publication: 03/20 
ISBN: 978 0 7176 6729 1, Series code: INDG73(rev4) - Download a free PDF or purchase 
hard copies from: https://www.hse.gov.uk/pubns/indg73.htm 

 Watch the videos at the bottom of this page from Worthwhile Training – they will give you 
some very good insights into the training that may need to be put in to place at your 
organization: https://worthwhiletraining.com/our-specialities/lone-working/ 

 A Guide to Buying a Lone Worker Service by The British Security Industry Association (BSIA): 
https://www.bsia.co.uk/zappfiles/bsia-front/pdfs/144-buying-lone-worker-service-guide.pdf 

 The British Security Industry Association (BSIA) Lone Worker Section: 
https://www.bsia.co.uk/lone-worker/ 

 Guidance on the implementation of BS 8484:2009, the British Standard Code of. Practice for 
the Provision of Lone Worker Device (LWD) Services. Overview: http://www.nsi.org.uk/wp-
content/uploads/2012/10/Tech-Bulletin-0017-BS-8484-2009.pdf 

 Corps Security provides female staff with free personal security protection: 
https://theprofessionalsecurityofficer.com/corps-security-provides-female-staff-with-free-
personal-security-protection/ 

 From IOSH Magazine - Lone Workers - Wind farm firms fined almost £900,000 over security 
guard’s death: https://www.ioshmagazine.com/categories/topics/safety/risk-management/lone-
workers 

 From Scottish Construction Now - Construction firm fined after wind farm security guard died 
of hypothermia: https://www.scottishconstructionnow.com/articles/construction-firm-fined-
after-wind-farm-security-guard-died-of-hypothermia/ 

 From Security Magazine - Lone worker protection: A commitment to duty of care and security: 
https://www.securitymagazine.com/articles/94925-lone-worker-protection-a-commitment-to-
duty-of-care-and-security 

 From Safety Management Magazine - Lone working: the monitoring options: 
https://www.britsafe.org/publications/safety-management-magazine/safety-management-
magazine/2021/lone-working-the-monitoring-options/ 

 Work-related Deaths: A protocol for liaison (England and Wales): 
https://www.hse.gov.uk/pubns/wrdp1.pdf 

 

Course Site link: 
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https://physicalsecurityskills.com/introduction-to-lone-worker-safety/ 

 

 


